AXELOS overview
We are a joint venture between the UK
Government Cabinet Office and Capita plc.
AXELOS is the custodian of proven Global Best
Practice – ITIL® and PPM (including PRINCE2®
and MSP®).
 ur goal is a bold one: to nurture global
 	 O
Best Practice communities, establishing
innovative and high quality continuous
learning and development

 	 T
 he result: improving skills and behaviour
change that will make organizations more
confident and effective in their approach and
enhance employability for all.

CYBER RESILIENCE:
BUILDING A SAFER
ENVIRONMENT TO
DO BUSINESS

How can you help?
Whether you are a customer, partner or
distributor, we would like to work with you to
ensure our Cyber Resilience portfolio and future
roadmap delivers value, can be easily integrated
into business, management and operations and
remains relevant.
If you want to work with us, please contact:
Nick.Wilding@AXELOS.com

ITIL, PRINCE2, MSP, M_o_R, P3M3, P3O, MoP and MoV are registered trade
marks of AXELOS Limited. AXELOS, the AXELOS logo and the AXELOS swirl logo
are trade marks of AXELOS Limited.

Digital criminality is now recognized as
one of the most serious risks to a strong
global economy. Successful cyber-attacks
impact competitive advantage, market
reputations, innovation and national
security every day. No organization is
safe or can ever be totally secure.

Cyber Resilience: our future
depends on what we do next
Cyber Resilience is the ability for an organization
to resist, manage and recover from threats
that will impact the information they require
to do business.

The challenge
The digital hyper-connected world we all live
and work in is changing like never before.
Whether you’re a government or commercial
organization you are likely to be exploiting new
opportunities to grow and innovate: ultimately
reinventing traditional business models. But
some are now feeling the pain of successful
cyber-attack – in lost reputation and market
share, stolen critical information or in loss
of customer trust. At the same time many
more are struggling to better understand how
cyber risks are affecting their strategies and
business models, what ‘good looks like’ and
what effective action they need to take to
appropriately manage risk.
	

	
What’s

the value of your corporate
reputation to you?

	
How

much do you rely on your IP and
commercially sensitive information for your
competitive advantage and innovation?

	

	

important is the trust that your
customers or citizens place in you?

	

	
How

How much is Cyber Resilience costing you?
In June 2014 the US Center for Strategic and
International Studies announced: “Cyber-crime
costs the global economy about $445 billion
every year, with the damage to business from
the theft of intellectual property exceeding the
$160 billion loss to individuals from hacking.”

Common questions
We all have information that is either sensitive
or critical to our business success. Today it’s no
longer possible to totally protect enterprise from
accidental loss or attack. No-one is safe.
We hear a number of common questions:
 	 O
 ur staff and suppliers are our greatest asset
but they are also our biggest risk. Everyone
has a role to play in managing resilience
from the boardroom down but how do we
engage them to work as an integrated team
and to change behaviours?
 	Our Board needs to take proactive
responsibility and action in the areas that
matter most to our organization. How do we
help them realize the reality and the impacts
and know where to take action?
 T
 he threats, vulnerabilities, risks and
impacts we face are constantly changing.
What Best Practice and learning and
development can help us to stay ahead and
better manage our Cyber Resilience?
 	 C
 ompliance does not equal security.
Organizations need to invest in areas which
matter most to their critical assets. How can
we collaborate effectively in defining and
delivering an organization-wide strategy
and action plan?

The Cyber Resilience Best Practice
portfolio consists of:
 C
 yber Resilience BEST PRACTICE guidance
that aligns with the ITIL lifecycle to illustrate
what good Cyber Resilience looks like and
provides practical, ‘how to’ guidance for its
strategy, implementation and management


C
 yber Resilience AWARENESS learning
portal for building your cyber smart
workforce. This will offer multiple awareness
learning modules in different formats and via
multiple channels to get the right information
to the right people at the right time across all
parts of an organization

 C
 yber Resilience FOUNDATION and
PRACTITIONER training and certification
designed for Heads of Business lines and the
IT professional community

Organizations need to consider Cyber Resilience
across their business and day-to-day operations
to enable the opportunities the digital age offers
whilst appropriately managing their cyber risks.
Our Cyber Resilience portfolio is currently under
development and will be launched in early 2015.

 C
 yber Resilience ‘know-how’ for all, via
Continual Professional Development (CPD),
enabling good practice and sustained
behaviour change across the organization.
At a meeting of the World Economic Forum in
February 2013, Ian Livingston, former CDEO
of BT, said: “There are two types of CEO, those
that know their systems are being hacked
– and those that don’t. For pretty much any
company I’ve come across, it should be one of
the top three risks.”

 A
 Cyber Resilience MANAGEMENT PATHWAY
tool will be a self-service web tool that can
identify an appropriate improvement plan for
any particular organization

CYBER RESILIENCE PORTFOLIO
Individual Awareness
Learning & Know-how
All staff across
an organization

AXELOS Cyber Resilience Best Practice:
solution overview
Our Cyber Resilience Best Practice will help
organizations take a People, Process and
Technology-enabled approach to work more
effectively and efficiently.

 yber Resilience facilitated in-room
 C
LEADERSHIP SIMULATIONS for Boards,
Executive Management teams and Heads
of Business lines designed to build
understanding and coordinated action

Leader
Simulations

Foundation &
Practitioner
Training

Leadership team across
an organization

IT teams and data
owners / managers

Management
Pathway Tool

Membership
& CPD

Leaders of the
organization

IT teams and data
owners / managers

Best Practice Guide
Core practical guidance for strategy,
implementation and management:
“what good looks like”
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Digital criminality is now recognized as
one of the most serious risks to a strong
global economy. Successful cyber-attacks
impact competitive advantage, market
reputations, innovation and national
security every day. No organization is
safe or can ever be totally secure.

